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In Today’s TDL Environment, Knowledge is Everything
The successful development and operation of TDL systems involves a broad range of personnel: 
procurement officials; project managers; engineers and end-users.  Our training courses are 
balanced to meet those requirements by providing stimulating and thought-provoking lessons that 
challenge each attendee to aspire to learn more.
Whether you are new to TDLs, or an established user, SyntheSys Training Services will cover what 
you need to know to effectively understand, manage and maximise TDL usage and
implementation in your organisation.
For more information on our specific courses, please visit: 
http://www.synthesys-defence.co.uk/data-link-training.html 

WHY CHOOSE US?
Access to Unrivalled

Training Tools
Expert 
Trainers

Custom Training
Available

5% Discount for
Military ID Card

Holders

SYNTHESYS
TRAINING SERVICES

The Route to Knowledge

TACTICAL DATA LINK
& RELATED TRAINING
Link 11, Link 16 & Link 22 

Data Link Manager/Interface Control Officer (DLM/ICO) 

Variable Message Format (VMF) & Combat Net Radio (CNR)
 

Joint Range Extension Application Protocol (JREAP)
 

Multifunctional Information Distribution
System (MIDS) Link 16 Network

Design & Management 

We offer a FREE Training Needs Assessment service and would like to hear from you if 
upskilling your team is a current priority.  We have assisted many organisations in developing 
a balanced approach to training and development.  Please contact us via: 
training@synthesys.co.uk to start the conversation.
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Strengthening the Community
As we draw a close to a year filled with challenges, I’d like to 
introduce this latest special issue by wishing our readers, 
subscribers, customers, suppliers and other stakeholders the 
very best. 

We have o�en been vocal about the purpose of TDL 
Technology Magazine.  The publica�on is designed to add 
value to the community and give a pla�orm to share best 
prac�ces, technical policy and guidance, but also to con�nue 
to drive ques�ons and curiosity about where TDLs are now, 
and where they will be in the future.  

Throughout my 30+ years of suppor�ng governments of varying na�onali�es in TDL 
procurement, I have become aware that we are indeed a small community, o�en mee�ng in 
unlikely places and circumstances.  Recent lockdowns have made interac�on between us 
challenging and unable to exchange ideas and experiences in a pleasant environment.

Therefore, at a �me when collabora�on and communica�on is more important than ever, if 
you or your organisa�on would like to contribute an ar�cle to a future issue, please do not 
hesitate to contact us via the editor.

In this latest magazine, readers can once again read our regular ‘Demys�fying TDLs’ feature 
on Page 14 which tackles Joint Range Extension Applica�on Protocol (JREAP).  We also have 
an insight feature on Pages 7-9 which looks at Agile Systems Engineering as a means of 
be�er managing complex defence projects.  The latest TDL and defence news features from 
around the globe can be found on Page 18.

With very best regards,

John Miller
Deputy Managing Director
SyntheSys Defence
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SyntheSys News

SyntheSys is delighted to have recently completed TRACE 
Certified Due Diligence.

TRACE is a globally recognised business associa�on 
dedicated to an�-bribery, compliance and good governance 
and is a leading provider of shared-cost third party risk 
management solu�ons.  Members and clients include over 
500 mul�na�onal companies located worldwide.

Cer�fica�on by TRACE signifies that SyntheSys Systems 
Engineers Limited has completed interna�onally accepted 
due diligence procedures and has been forthcoming and 
coopera�ve during the review process.

SyntheSys’ Contracts Manager, Jacqui Readman, 
commented:

“Here at SyntheSys, we take our commitment to 
commercial transparency seriously, which is why the 
TRACEcer�fica�on is important to our business.  TRACE is a 
widely recognised cer�fica�on, which we are posi�ve will 
assist in building strong rela�onships with new and

exis�ng commercial
partners.”

TRACE’s president, Alexandra
Wrage, said:

“TRACEcer�fica�on helps
SyntheSys differen�ate itself
from compe�tors by demonstra�ng its commitment to 
commercial transparency through comple�on of TRACE’s 
heavily benchmarked and comprehensive due diligence 
review.”

View our complete TRACE Cer�fied Due Diligence report: 
h�ps://bit.ly/3gL5QRV
For more informa�on about our accredita�ons, please visit: 
h�p://www.synthesys.co.uk/memberships-and-accredita�o
ns.html 
Or to speak to a member of our team about your current or 
future projects, please contact: info@synthesys.co.uk

SyntheSys has been accepted onto the Government’s Digital 
Marketplace ‘G-Cloud 12’ Supplier List which further 
establishes our status as a supplier of cloud-based software.

The United Kingdom (UK) Government G-Cloud is a 
well-respected scheme specifically aimed at streamlining 
procurement for departments of UK public-sector bodies.  
To maintain high standards, only suppliers who meet a set 
level are considered for a place on the G-Cloud 12 
framework agreement.  G-Cloud 12 replaces G-Cloud 11 
services in which SyntheSys also par�cipated. 

G-Cloud provides an easy way for clients to access leading 
engineering so�ware tools and services, backed by key 
associated technical support and top-class training from our 
team.  The G-Cloud supplier list is split into Cloud Hos�ng, 
Cloud So�ware and Cloud Support and we are proud to be 
fully represented in all three categories.

We are pleased to feature our cloudbaSE toolset via the 
framework.  cloudbaSE u�lises the flexibility and versa�lity 
of cloud compu�ng to provide IBM® Engineering Lifecycle 
Management so�ware in a more economical, adaptable 
way with no up-front costs or minimum licence term.  The 
mix of powerful IBM® so�ware, flexible licensing op�ons 
and extensive experience, offers powerful solu�ons to 
everyday challenges faced by many systems and so�ware 
engineers, developers and tes�ng professionals.

To access more informa�on on our Government G-Cloud 
involvement, or to speak to us about your cloud hos�ng, 
so�ware or support requirements contact: 
info@synthesys.co.uk.

SyntheSys: Proud to be a G-Cloud 12 Supplier
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TRACEcertification for SyntheSys

We want to hear from you!

Have you got a burning 
question to ask?  Or perhaps 

a topic you feel doesn’t 
get enough scrutiny?

Our industry forum is for you!

We are asking members of the 
TDL and related communities 

to come forward with 
different ideas and topics for 
inclusion in an open industry 

forum which is dedicated to you.

If you are interested in 
contributing please contact 

Sarah Thomas:
sarah_thomas@synthesys.co.uk

GOT SOMETHING
WORTH SHOUTING ABOUT?

https://bit.ly/3gL5QRV
http://www.synthesys.co.uk/memberships-and-accreditations.html
mailto:info@synthesys.co.uk
mailto:sarah_thomas@synthesys.co.uk
mailto:info@synthesys.co.uk
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Meet the Trainer
James Norful

Consultant James ‘JJ’ Norful, 40, who lives in Heinsberg 
Germany, is a re�red United States Air Force (USAF) 
Senior Surveillance Technician.  Having spent 21 years 
flying on both the US and NATO Airborne Warning and 
Control System (AWACS), he brings a wealth of 
experience in the opera�ons of Tac�cal Data Links 
(TDLs).  In addi�on, while assigned at the NATO AWACS 
component for 13 of his 21 years, he was able to gain 
extensive knowledge and experience with course 
development and training instruc�on within a 
mul�-na�onal environment.

Enjoying ‘re�rement’ for one month, he recently joined 
the SyntheSys Defence team where he will be 
responsible for the delivery of a wide por�olio of TDL 
training globally. 

Here, James tells us more about his background, 
experience, and teaching style…

There are two quotes that always stuck with me and 
helped shape who I am as a teacher.  The first is, “Better 
than a thousand days of diligent study is one day with a 
great teacher”, while the other is, “To teach is to learn 
twice”.  As I spent most of my military career in some sort 
of instruc�ng and teaching area, I have always tried to 
remember those quotes when a�emp�ng to teach 
students a new topic.  Especially when looking at subjects 
that can be quite technical such as TDLs, I think it is 
extremely important to be able to convey the informa�on 
in a way that makes the topic easy for anyone to 
understand.

One of the people I admire that does this perfectly, is the 
astrophysicist Neil deGrasse Tyson.  His ability to take the 
most difficult topics, whether it is explaining how black 
holes work or other mysteries of the universe, and be able 
to translate that informa�on to the masses, is something I 
strive for each �me I teach.

My style would best be described as relaxed, adaptable, 
and that of a facilitator.  I enjoy seeing the ‘aha’ moment 
when a student finally ‘gets it’, and the best part about 
being able to teach and work with people from different 
backgrounds is that it gives me the opportunity to learn as 
well.  

Knowing where you are rela�ve to others is perhaps 
nowhere more important than on the ba�lefield, whether 
that be in the sea, on the land, or in the air.  Tac�cal Data 
Links provide commanders and war fighters with 
situa�onal awareness, the real-�me exchange of cri�cal 
data, and the ability for decisions to be made that can 
some�mes be the difference between life and death.

Military systems don’t operate in isola�on, so there is a 
requirement for interoperability to exist, as this is the glue 
that keeps operators, systems, and units working together 
as one singular force. 

Given this requirement for interoperability and TDLs being 
the vessel for this, it is impera�ve that operators 
understand how these various systems work and that is 
where the importance of TDL training comes into play.  I 
have seen first-hand the downside of not being able to 
properly execute TDLs in both exercises and real-world 
opera�ons, which is why during my �me in the military I 
was always an advocate of crea�ng opportuni�es for more 
training.

Future opera�ng environments will be complex and 
produce quan��es of informa�on that far exceed the 
ability of current Command and Control organisa�ons to 
understand and consequently employ TDLs.  This will 
require both advancements in TDLs and the training 
methods for operators to u�lise them. 

Anyone looking for TDL training should first ensure there is 
a solid founda�on in place.  TDLs can be a very complex 
thing to learn and understand, and a systema�c approach 
to that training which involves building blocks of lessons, is 
cri�cal to ge�ng it right.  The next thing I would advise is 
that theory is great, but in my experience, hands-on 
training is where the ‘real’ learning takes place and is one 
of the things that separates SyntheSys from the 
compe��on.

Being able to transfer the knowledge learned and actually 
execute it through simula�on capabili�es, provides 
students with the confidence and ability to know that if 
they can perform here, then they can replicate this when it 
really ma�ers. 
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AGILE SYSTEMS ENGINEERING

It is hard to say whether increasing complexity is the 
cause or the effect of man's effort to cope with his 
expanding environment.  In either case a central feature 
of the trend has been the development of large and very 
complex systems which tie together modern society. […] 

The growth of these systems has increased the need not 
only for overall planning, but also for long-range 
development of the systems.  This need has induced 
increased interest in the methods by which efficient 
planning and design can be accomplished in complex 
situations where no one scientific discipline can account 
for all the factors. – Arthur D. Hall, A Methodology for 
Systems Engineering (1962)

Many industries have now reached the threshold of 
complexity past which tradi�onal methods of project 
management are no longer up to the task, but aerospace 
and defence was the first, and systems engineering was 
the result.  Since it first started to emerge in the 1940s, 
systems engineering has approached complexity by 
emphasising the structural elements of a system as a 
whole as the primary generator of its behaviour.  It gives 
engineers tools to analyse and describe the emergent, 
holis�c proper�es of a complex system over and above the 
mechanical details of individual components.  

Throughout that period, systems engineering has 
con�nued to evolve, refining and developing the processes 
it recommends for the governance of engineering and 
project management.  The Tac�cal Data Links (TDL) 
industry has been at the vanguard of many of these 
innova�ons, pioneering system-of-systems methodologies 
and model-based verifica�on.  In even more recent �mes, 
processes like iSMART and SyntheSys' own SPIRIT approach 
have further advanced the relevance of systems 
engineering techniques to the development of ever more 
complex systems.  

It is precisely these sorts of innova�ons which now enable 
systems engineering to take a more open approach to the 
future, learning lessons from other industries which have 
reached the same complexity threshold that mo�vated the 
development of systems engineering, but reacted to that 
complexity in very different ways.  Agile so�ware 
development emerged in the early 2000s in precisely this 
way.  The 1990s were, of course, a �me when the 
prolifera�on and complexity of so�ware applica�ons grew 

at an unprecedented rate.  Using tradi�onal project 
management approaches, developing these systems could 
take years, and in this fast-changing world, by the �me the 
so�ware had been delivered, business needs had o�en 
already moved on.  Because so�ware development had 
crossed this threshold of technical complexity, project 
management needed to be�er respond to the more 
complex and ever-changing business needs that it was 
supposed to be serving.  

Pure Agile and pure Systems Engineering (SE) were 
developed in very different contexts, and although 
decisionmakers have tried to apply Agile in SE's tradi�onal 
domain in the past, including in the TDL industry, pure 
Agile has proved challenging to adapt.  Agile was designed 
for pure so�ware products, where updates are frequent 
and inexpensive, integra�on costs are low, there is no or 
li�le reliance on specialised hardware, and fabricators are 
the same people as the designers.  In other words, there is 
li�le risk associated with ge�ng it wrong the first �me, 
and because the product value is primarily derived from 
the cumula�ve benefits of discrete features rather than 
the emergent proper�es of the whole, par�ally working 
implementa�ons of an idea will o�en take customers a lot 
further than they would in TDLs or any other tradi�onal SE 
domain.  

But nonetheless, Agile methods have a proven track record 
of delivering considerable benefits to projects, even 
outside of so�ware engineering.  These benefits go 
beyond speed and cost, though of course these are key 
mo�va�ons for applying the methodology, but reach as far 
as providing be�er scope control and adap�ng more 
readily to requirements change.  In their respec�ve 
tradi�onal industries, Agile methodologies have actually 
outperformed SE in research with respect to Return On 
Investment (ROI): 7:1 in the case of systems engineering 
ac�vity1,  and 11:1 in the case of Agile project 
management1. 

 1 Eric Honour. Systems engineering return on investment, PhD diss, 
2013. University of South Australia. 
h�ps://www.hcode.com/seroi/documents/SE-ROI%20Thesis-distrib.pdf 

2  David Rico, Hasan Sayani and Saya Sone. The business value of agile 
so�ware methods: Maximizing ROI with just in-�me processes and 
documenta�on, 2009. FL: J. Ross Publishing. 
h�ps://www.seman�cscholar.org/paper/The-Business-Value-of-Agile-So
�ware-Methods%3A-ROI-Rico-Sayani/e1f8a6a88a92b3c6f5cebb5ba0e5
0320f0e27115 

https://www.semanticscholar.org/paper/The-Business-Value-of-Agile-Software-Methods3A-ROI-Rico-Sayani/e1f8a6a88a92b3c6f5cebb5ba0e50320f0e27115


But, of course, those benefits cannot be expected to 
straigh�orwardly translate out of their original intended 
context.  Nonetheless, cu�ng edge projects have shown it 
is possible to access the best of both worlds, with a hybrid 
methodology that learns the most important lessons of 
both approaches.  If the TDL industry and other tradi�onal 
SE domains could implement a hybrid Agile Systems 
Engineering (ASE), it could be the next major step forward 
in our ability to drive value.

Agile in a System-of-Systems Context

The TDL industry has led the way in recognising that 
Systems-of-Systems (SoS) require a different analysis 
toolkit and different development methodologies to more 
integrated and standalone systems.  The SoS should be an 
open system enabled by open interfaces in the sense that 
cons�tuent systems should conform to defined interface 
standards for their inputs and outputs, allowing the SoS to 
treat them as much as possible as a black box.  Yet, 
because of changes in the poli�cal environment and 
strategic context, many individual SoS exist for far shorter 
�mescales, and all will certainly be expected to change 
configura�on frequently and rapidly, using exis�ng assets 
that are autonomous both in terms of func�on and life 
cycle.

In the TDL domain at least, a consensus has emerged that 
the crucial factor in successful SoS engineering is a strong 
focus on interface standards, or to use the TDL-specific 
term, interoperability assurance.  The SoS should be an 
open system enabled by open interfaces in the sense that 
cons�tuent systems should conform to defined interface 
standards for their inputs and outputs, allowing the SoS to 
treat them as much as possible as a black box.  As long as 
all components of the TDL SoS have a common approach 
to informa�on exchange, the resul�ng networks can be 

assembled as needed quickly and securely, and the 
long-term evolu�on of the SoS standards can proceed 
without being constrained by the mechanical details of 
individual cons�tuent systems with autonomous func�ons 
and very different life cycles.  Systems engineering best 
prac�ce in this context strongly separates the engineering 
ac�vity associated with defining the interface standards for 
the SoS and the design and mechanical details of 
cons�tuent systems, which should be treated as a black 
box.  In the context of a tradi�onal systems engineering 
V-model, the top half of the V and the bo�om half of the V 
are in an SoS context essen�ally independently managed 
and governed, passing only standards and valida�on 
results between them.  

The great virtue of systems engineering methodology is its 
ability to address the holis�c aspects of a system 
independently of the sum of the parts, and to analyse the 
ways the structure of the system generates its behaviour 
beyond the mechanical details of individual components.  
It is precisely this whole-system view that Agile lacks, 
essen�ally because it isn't needed in its tradi�onal domain, 
where product value is primarily derived from the 
cumula�ve benefits of discrete features.  

And likewise, Agile methodologies exceed the capabili�es 
of pure systems engineering in cost, speed and 
change-readiness terms where individual components can 
largely be treated in isola�on, conforming to clearly 
specified requirements and where integra�on with the 
larger system doesn't have to be a major concern of the 
development process.  So in other words, we have from 
SoS engineering the thought that interfaces and 
component systems should be engineered independently, 
and we have in SE and Agile two different engineering 
management approaches best suited to managing one of 
those two parts of the engineering project.
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agile agileagile

system 1

system

system of systems

valida�on

valida�on

implementa�on

valida�onSoS URD SoS ATS

KPIs

SoS RD SoS TS

SoS ADD SoS ITS

valida�onpolicy /
      concept

verifica�on

system 3

SoS=System-of-Systems,  URD=User Requirements Document,  RD=Requirements Document,  ADD=Architectural Design Document,  
ITS=Integrated Test Specifica�on,  TS=Test Specifica�on,  ATS=Acceptance Test Specifica�on,  KPI=Key Performance Indicator
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Driven by the open system architecture that enables both 
of these methodologies to work together, hybrid ASE 
techniques have unlocked some impressive capabili�es, 
demonstrated well by a paradigm and extensively studied 
ASE project: the Johns Hopkins Applied Physics 
Laboratory's Mul�-Mission Bus Demonstra�on project3.   
This project was a successful a�empt to produce a military 
space satellite to the size - and weight-restricted 'CubeSat' 
specifica�on, which would allow the satellite to be 
launched more cheaply through 'ridesharing' with other 
payloads.  

The team had very strict �me and budget constraints, and 
the project required extensive development of new 
technologies and system components.  As such, it was 
clear that tradi�onal project management wasn't going to 
be apt to the challenge.

A pure Agile methodology wasn't going to work, either, 
because of the extreme constraints on how the individual 
components of the satellite had to fit and work together.  
As such, the project did some ini�al SE-like ac�vity at the 
outset to define the plug compa�bility standards, the 
interface with the spacecra� bus itself, and the external 
form, fit and func�on of the individual subsystems4.  

From there, Scrum-like teams were assigned to work on 
the individual component subsystems, and were 
empowered to make incremental improvements to the 
design within the constraints assigned by the overall 
system architecture.  

These constraints could be modified if necessary, but only 
through a more SE-like top-down commi�ee involving all 
of the subsystem Scrum masters and the program 
manager.  

The project was a success, and the satellite, as well as by 
now a number of successor projects, are working in orbit.

Collabora�ve Hybrid Agile Systems Engineering (CHASE) 
Process and Tools

As the Johns Hopkins project shows, Agile systems 
engineering methods can be successfully applied to 
complex, integrated systems as well as in an SoS context, 
though of course the methodology draws heavily on 
techniques developed for SoS.

Hybrid Agile systems engineering needs to be 
collabora�ve.  Both domains need to learn from one 
another, work together well and to an extent learn from 
one another's techniques: SE teams managing interfaces 
will also likely need to understand and promulgate project 
plans that use agile methods of dependency tracking, 
priori�sa�on and workflow management, and agile teams 
developing components will have to learn to conform to SE 
interface standards and likely adapt to requirements 
specified in ways that more closely resemble SE good 

prac�ce.  Nonetheless, SE absolutely has to own the 
programme governance, the high-level requirements and 
the interface standards to which individual projects and 
components must conform.

Collabora�ve Hybrid Agile Systems Engineering (CHASE) is 
our approach to bringing these two engineering 
management philosophies together and delivering the 
value benefits of both. 

Doing CHASE well requires excellence in both agile and SE 
processes, a unique tool configura�on, and skills among 
team members to allow these techniques to work together 
effec�vely.  But done right, we believe it could be a major 
step forward in the TDL industry and beyond.

3INCOSE. 2015. Systems Engineering Handbook: A Guide for System Life 
Cycle Processes and Ac�vi�es, version 4.0. Hoboken, NJ, USA: John 
Wiley and Sons, Inc, ISBN: 978-1-118-99940-0
4Philip Huang, et al. Agile hardware and so�ware systems engineering 
for cri�cal military space applica�ons, 2012. Proc. of SPIE Vol. 8385. 
h�ps://www.spiedigitallibrary.org/conference-proceedings-of-spie
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It is increasingly necessary to perform interoperability tes�ng with coali�on partners focusing on force level func�on, not just against other na�on-
al pla�orms.  Tac�cal Data Link Interoperability (TDL IO) tes�ng is crucial to overall opera�onal and strategic effec�veness but is something which is 

o�en viewed as a necessary evil as opposed to a way of crea�ng long term efficiencies and cost savings.
The consequences of not tes�ng interoperability are explored further here: h�ps://bit.ly/37BB5vm

TECHNICAL FUNCTIONS:

REAL WORLD APPLICATION:

TDL TESTING RESOURCES:

FREE TDL INTEROPERABILITY HEALTH CHECK SERVICE:

TDL System
issues are diagnosed 
quickly and effectively.

You have
assurance and evidence

that your platform can operate 
in a multi-national

environment.

If costly live trials are proving unaffordable,
or perhaps those trials have not yet yielded the results
that you wanted and you need to carry out further tests, SyntheSys
can provide cost-saving data link and sensor test opportunities that are 
cost effective, repeatable and scaleable.  Our testing solutions operate as 
both a fixed location service and a deployable solution.  By combining 
state-of-the-art test equipment with our own specialist testing
consultancy service, we have helped many platforms to
be involved in test initiatives.

Ground Based Air
Defence (GBAD)

Maximising the Potential
of Rig-to-Rig Trial Involvement:

https://bit.ly/2JRiDa1

Increasing the 
Value of Testing:

https://bit.ly/39OLDtZ

Deployable

             For a limited time, we are offering a completely
free TDL IO health check for your current programmes.  If you are currently facing IO challenges, contact us to book your free consultation.

Supports DIS
& SIMPLE

Supports SISO
Standard J and M

(J=Link 16, M=Link 22)

Supports Various
Data Link Types

Coalition Distributed
Engineering Plant

(CDEP)

Select Precision
Effects At Range

(SPEAR) Capability 3

Interoperability
Trials

IMAGINE A WORLD WHERE

SYNTHESYS' DISTRIBUTED TDL TEST FACILITY SERVICES

The number of
live trials you have 

to perform is
reduced.

You are able to
demonstrate compliance to 

your national policies 
coherently and

consistently.

You are able
to prove your TDL 
system updates.

Your operators can get 
valuable exposure to TDL 
environments before they 

conduct live tests.

https://bit.ly/37BB5vm
https://bit.ly/2JRiDa1
https://bit.ly/39OLDtZ


SyntheSys has a unique depth of knowledge in the area of  System-of-Systems (SoS) engineering methods 
which focus on how programme teams can embrace big-picture thinking in TDL systems development whilst 
allowing for interfaces and component systems to be engineered independently. 

Our solu�ons and methods offer end-to-end TDL life cycle coverage and allow teams to be�er specify,
design, implement, test and sustain TDL systems at both the SoS and individual component level. 

By working with us, our customers gain be�er control, develop a sophis�cated approach to
governance and are able to demonstrate standards compliance through the use of systems
engineering as an over-arching management method. 

Are you currently experiencing challenges throughout your TDL Systems Development programmes?  Perhaps 
delivering to agreed �meframes is challenging or communica�on throughout your team presents issues?  Are you 
struggling to develop Requirements Management procedures which allow for thorough tes�ng procedures? 

If so, we are currently offering a completely free health check which will assist you in troubleshoo�ng some of the 
issues you are currently facing across your development life cycle.  To book your free consulta�on, contact: 
info@synthesys.co.uk 

Adopt an Holistic, Integrated Through-Life Approach
to Managing Complex Data Interfaces

A TDL PROGRAMME MANAGEMENT 
APPROACH YOU CAN TRUST

OUR SoS SERVICES IN ACTION

HEALTH CHECK SERVICE

SyntheSys

INTEROPERABILITY REQUIREMENTS
AND IMPLEMENTATION DISTRIBUTED TEST FACILITY

Are you looking for a solution which provides 
a structured method for achieving TDL 
interoperability? 

SPIRIT is SyntheSys’ process for systems and 
pla�orm through-life interoperability 
management

An effec�ve process for mul�-pla�orm 
specifica�on, test crea�on and management

Manages standards, requirements and 
implementa�on in one end-to-end solu�on

Compa�ble with the iSMART process and its 
artefacts

Applies Systems Engineering principles to TDL 
Development and Sustainment

Are you looking for sophisticated and 
effective ways of developing, managing
and conducting TDL interoperability
tests? 

SyntheSys’ Distributed TDL Test Facility 
Services provide repeatable and scalable 
tes�ng capability

Combines world-class test equipment with 
specialists tes�ng consultancy services

Reduces costs, improved effec�veness and 
reduces risks

Provides the evidence for standards 
compliance assurance

Operates as both a fixed loca�on service
and a deployable solu�on



Free
Resource

Systems Engineering
for Dummies
Courtesy of IBM® we are able to offer readers this clear and concise foundation level 
publication which is a key resource to add to any desktop or company library.

Learn at a glance:
 
• What systems engineering is

•  How systems engineering can help you develop smart, connected products
•  How to expedite time-to-market, ensure business agility, and deliver high-quality smart  
 products
•  Perhaps more importantly, how to cut costs

Systems Engineering For Dummies, is an IBM® Limited Edition E-BOOK explaining what systems 
engineering is and how it can help you harness the complexity inherent in developing smart, 
connected products.
 
If you are looking for ways to expedite time-to-market, ensure business agility, and deliver 
high-quality smart products while cutting costs, this is the book for you!

To download
the FREE E-BOOK visit:
  http://resources.synthesys.co.uk/cloudbase/systems-engineering-for-dummies.pdf 
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Demystifying Joint Range Extension
Application Protocol (JREAP)

Tac�cal Data Link (TDL) development has always been 
driven by the need to enhance the capabili�es of military 
communica�on systems.  Military communica�ons need to 
be reliable, unambiguous, �mely and accurate.  They need 
to be secure, both in terms of message encryp�on, and in 
terms of resistance to jamming.  They need to be high 
bandwidth, delivering large quan��es of data quickly 
across complex decentralised networks.  They need to be 
able to support a wide range of func�ons, sui�ng the 
needs of different forces, opera�ons and theatres.  They 
also need to be interoperable; all the systems on the 
network must comply with common standards, to enable 
all units needing access to the network to exchange 
tac�cal data.

No TDL has yet been developed which can meet all these 
requirements in all circumstances.  While all standards and 
systems can provide a great deal of capability to the units 
they were primarily designed for, the choice of TDL for a 
given unit or in a given situa�on is o�en much more driven 
by the constraints of a par�cular system or message set; 
what it can't do, rather than what it can.  Link 11, for 
example, is not resistant to jamming, and has a limited 
message set.  Link 22 has a rela�vely low bandwidth, is 
only Electronic Counter Measures (ECM) resistant over a 
short range, and has some capability constraints in terms 
of digital aircra� control, imagery and voice.

Link 16, and its Mul�func�onal Informa�on Distribu�on 
System (MIDS) bearer, is in many respects the least 
constrained TDL in widespread use.  It is nodeless, which 
means networks can be created across mul�ple pla�orms 
without a single point of failure.  It provides a high level of 
security, suppor�ng both message encryp�on and, 
through frequency hopping, ECM resistance.  It has a very 
high capacity and data rate (1.38 Mega Bytes per second), 
orders of magnitude beyond the Link 11 and Link 22 
specifica�ons, as well as typical Variable Message Format 
(VMF) radios.  It also has an extremely extensive message 
set, suppor�ng the exchange of data concerning air, land, 
surface, subsurface and space environments.

For this reason, Link 16 is in very widespread use and 
con�nues to be equipped in more and more pla�orms.  
However, the use of conven�onal Link 16 networks comes 
with a major trade-off, in that it is limited to Ultra-High 
Frequency (UHF) transmission, which means it can't 
transmit Beyond-Line-Of-Sight (BLOS).  Link 16 networks, 
therefore, have a limited range; as li�le as 25 nau�cal 

miles in ground-to-ground applica�ons, rising to 200 in 
air-to-ground and 300-500 in air-to-air.

Using Link 16 over a wide area has therefore typically 
relied on being able to support the network with airborne 
assets capable of relaying data beyond the range of a 
par�cular unit.  This comes with many disadvantages, not 
least being the reliance on such assets being available, but 
also in terms of the capacity demands of retransmi�ng 
informa�on across the extended network.  Link 16, in 
common with many TDLs, is also limited to transmi�ng 
over specialised hardware – 'bearer systems' – and cannot 
interface with units without that kind of equipment 
available.

The Joint Range Extension Applica�on Protocol (JREAP) is 
designed to supplement Link 16 networks by mi�ga�ng 
these disadvantages.

What is JREAP?

JREAP provides a founda�on to overcome the Line-Of-Sight 
(LOS) limita�ons of terminals such as MIDS and extends 
coverage of these data links through the use of long-haul 
media.  Although in principle JREAP supports message sets 
other than Link 16, the governing standard (MIL-STD-3011 
and ATDLP-5.18) does not yet define support for others.  In 
prac�ce, because of Link 16's specific constraints, JREAP 
has been shown to add the greatest value when used in 
conjunc�on with these systems.

JREAP provides a founda�on for Joint Range Extension of 
Link 16 to overcome the Line-Of-Sight (LOS) limita�ons of 
terminals such as MIDS, and extends coverage of these 
data links through the use of long-haul media.  Specifically, 
JREAP allows TDL messages to be forma�ed for and 
transmi�ed securely across, internet protocol 
communica�ons, by secure telephone and both military 
and commercial satellite communica�ons networks.  This 
not only drama�cally extends the poten�al range of a 
network, it reduces the dependency on relay pla�orms 
and so the load on stressed capacity.  It can also provide 
backup communica�ons if a normal link is lost and can 
provide connec�ons to pla�orms that may not have 
specific communica�ons equipment for that TDL.

Unlike TDLs, which rely on specialised bearer systems to 
interface with the network, JREAP can transmit TDL data to 
any system which has the correct so�ware and is designed 



to be as pla�orm-agnos�c as possible.  A JREAP network 
can be connected into a Link 16 network by means of a 
JREAP processor a�ached to a conven�onal MIDS terminal.  
The JREAP processor receives informa�on from the Link 16 
network, converts it into a JREAP format, and then 
forwards it to 'clients' – the systems with JREAP processor 
so�ware used by individual units – on independently 
governed schedules and protocols to the Link 16 network, 
and likewise converts and transmits any data provided by 
clients back to Link 16 units.  The JREAP processor also 
supports mul�ple servers – and indeed connec�ons across 
and between mul�ple Link 16 networks – serving as a 
gateway as well as a node with respect to these 
conven�onal networks.

In other words, JREAP can keep units in the loop about 
what is going on in the Link 16 network, and even allow 
them to feed informa�on into it, without them actually 
par�cipa�ng in the Link 16 network themselves.  This 
means they do not have to be constrained by the range, 
capacity, �ming and bearer system requirements of 
actually being on the network properly.  Consequently, 
data can be shared over whatever medium and on 
whatever schedule that works for the unit, even over long 
ranges with large latency.

This allows Link 16 data to be sent and transmi�ed globally 
without a Link 16 terminal, and across distances BLOS 
without the asset and network capacity demands of a 
tradi�onal Link 16 relay.  Essen�ally, bol�ng a JREAP 
network onto a Link 16 network allows units which can't 
meet the speed or equipment demands of Link 16 – either 
because they are out of range, or because they don't have 
a Link 16 terminal – to s�ll have access to and contribute 
to shared situa�onal awareness; they can s�ll share in the 
same single source of truth provided by the Link 16 
network.

JREAP operates over different media to conven�onal Link 
16.  The main trade-off is latency, but in many other 
respects equivalent standards can be achieved, albeit in 

different ways.  For example, the means of achieving 
message accuracy and security will largely depend on the 
medium of transmission – such as Transport Control 
Protocol/Internet Protocol (TCP/IP) and Advanced 
Encryp�on Standards (AES) if the internet is being used as 
the bearer system – but can be made equivalent to the 
expecta�ons of a Link 16 network.

Of course, even if transmission over JREAP takes no more 
than seconds, some informa�on (especially the posi�on of 
a moving track) will be out of date by the �me it arrives.  
To mi�gate this, JREAP includes the ability to extrapolate 
such changes in the data, to ensure it is as accurate as 
possible when it arrives.

When JREAP Should be Used

JREAP is not a subs�tute for standard Link 16 or any other 
data link, it allows some capabili�es like latency to be 
traded off for some others like range, while maintaining 
interoperability with the conven�onal systems.  If units are 
within a close enough range to use an established Link 16 
network, and have the appropriate equipment, that should 
of course s�ll be preferred.

But where Link 16 equipment is not available, or when a 
unit has no LOS visibility of a Link 16 network, JREAP 
means they can s�ll share in complete situa�onal 
awareness.

For example, JREAP can provide a shared source of truth to 
navies and ground forces when they lack air support.  It 
can also provide the picture to an aircra� travelling to join 
a mission for which it is presently out of range, or when it 
is transpor�ng personnel or supplies; the aircra� can have 
situa�onal awareness from the moment they take off, 
rather than only receiving it shortly before arrival.  

Addi�onally, of course, it allows the common opera�onal 
picture to be provided to headquarters in real-�me, 
allowing Command and Control (C2), tac�cal situa�on 
monitoring and interac�on through text messages, from 
thousands of miles away.
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The Value of Simulated Training
  Environments in TDL Operations

Introduc�on 
As the Covid-19 pandemic con�nues to disrupt 
governments, industries and economies worldwide, we 
have all found it necessary to adapt rapidly to the evolving 
landscape by iden�fying and implemen�ng innova�ve 
solu�ons to maintain and deliver organisa�onal efficiency.  
These processes have made way for the unprecedented 
rise of virtual and simula�on-based methods of 
communica�on and training output, which the TDL 
industry has been at the forefront of developing by pu�ng 
into prac�ce dynamic procedures which have been 
carefully designed over many years. 

It’s well known that simula�on-based training has long 
been advocated and driven by military usage and 
requirement, driven through the need to keep ahead of 
adversarial technological advancements and opera�ng in 
highly complex, o�en hos�le, joint environments.  
Simula�on technology presents huge opportunity for the 
TDL industry; as simulated TDL experiences and 
technology becomes more sophis�cated, so too does the 
ability to imitate real-world scenarios, the line between 
the two is o�en impossible to decipher, with immersive 
technology improving at an excep�onal rate.  This ar�cle 
shines a spotlight on TDL Training, exploring how 
simula�on environments are invaluable in improving 
benefit via its applica�on in military exercises, through 
enhancing the skillset of military personnel, reducing risk 
and minimising cost.

Simula�on is Mission-Cri�cal 
Reliance on a simula�on-based learning experience, within 
a digital environment, can be traced back to World War 2.  
The process origins were embedded within the use of 
computer techniques and modelling, designed to enable 
the development of nuclear detona�on.  The subsequent 
transforma�on into educa�on and the relevance of 
training provides clear adaptability and a mul�tude of 
benefits.  Simula�on-aided learning allows training to 
repeatedly replicate real-world opera�onal scenarios, 
which can be developed and enhanced subject to training 
needs.  In addi�on to receiving theore�cal training, 
students can conduct hands-on prac�cal experience 
through various TDL simula�on tools.  Simula�on-based 
learning allows the applica�on of a comprehensive range 
of different user levels meaning that students, operators 
and stakeholders can tap into training at all stages, which 
would not be readily available in live opera�ng 

environments.  This enhances the efficiency of overall 
exchanges for command and coordina�on ac�vi�es. 

A Safe Environment to Build Confidence 
Simula�on tools allow the development of both simple and 
complex scenarios which provide a safe, yet realis�c 
environment for tac�cal techniques and procedures to be 
learnt and applied.  More importantly, the screen 
assessors and examiners can gain valuable analysis and 
insight into trainees’ methodologies, allowing constant 
revision and adapta�on of deliverables to fit developing 
requirements.  Progress can be tracked while realis�c 
simula�on, linked into real-�me applica�on, provides 
trainees and fully trained operators the ability to maintain 
currency and trial new processes and procedures in a 
regulated and controlled environment.  Training and 
educa�on facilitate the development and maintenance of 
the targeted skill sets while simula�on provides individuals 
with a safe, construc�ve, and risk-controlled environment 
in which to apply these skills.

Bringing Costs Down
Whilst Covid-19 has made a huge impact on current levels 
of commercial avia�on and transport ac�vity, the output 
required to maintain military training and opera�onal 
reach has not reduced.  The costs of u�lising live pla�orms 
for joint training and development, along with the 
associated environmental impacts, remain high.  
Opera�onal commitments, limited pla�orm availability and 
environmental factors, including meteorological 
condi�ons, o�en impact the value of live training and 
trials.  With their ASTRA and Future Force ini�a�ves, the 
Royal Air Force expects simula�on vs live ac�vity to alter 
radically in the next decade; the programme to replace live 
sor�es with simulators across a mul�tude of pla�orms is 
well underway.  As this ar�cle goes to press the Integrated 
Review and associated Spending Review will only serve to 
further reduce available funding in the short term.  We are 
all familiar with the mantra ‘do more with less’, this most 
certainly applies to TDL opera�ons in terms of the 
availability of physical military assets for training purposes.

The significant cost associated with providing military 
assets for the sole use of training provides a real challenge 
for the TDL industry; the use of simula�on tools is vital to 
achieve the training and interoperability valida�on trials 
determined by defence.
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SyntheSys’ Approach to Simula�on-Aided and Virtual 
Learning

Our style of training is unique in today’s market.  We 
provide a blend of opera�onal, theore�cal and prac�cal 
exercises to ensure that each of our training courses caters 
to accommodate varied learning styles.  Our training 
u�lises an unrivalled suite of tools to aid learning, 
combining simula�on and real-world so�ware to 
complement and enhance the learning experience.  We 
also use a variety of different assessment methods, 
including a powerful interac�ve learning tool, to assist 
development of students.

Our Training Tools 

We currently use the following TDL tools and learning aids 
during our TDL Training courses: 

• CS Group (formerly Diginext ) Mul�-Link    
 Simula�on System (TACTX) 

TACTX 2 suite is the worldwide standard mul�-link 
simula�on and test tool, to support the development and 
integra�on of air, sea and land tac�cal systems.  The tool 
evaluates the compliance of an embedded TDL 
implementa�on with standards, to verify and qualify the 
combat pla�orm interoperability with NATO Forces and/or 
Domes�c Armed Forces.

• Daronmont Link Training Suite (DLTS) for Link 11,  
 Link 16 and Mul�-Link Simula�on 

DLTS uses linked computers to create a virtual network, in 
which each student becomes a node of that network.  The 
student can prac�ce se�ng up the system, opera�ng and 
fault finding, plus crea�ng messages which are then sent 
on the network to the other nodes.

• Tac�cal Network Design Sta�on (TNDS) 

TNDS is a fully integrated, Microso� Windows based 

facility for the planning, genera�on, distribu�on and 
configura�on management of TDL Network Designs, 
suppor�ng both the ini�alisa�on of Joint Tac�cal 
Informa�on Distribu�on System/Mul�func�onal 
Informa�on Distribu�on System (JTIDS/MIDS) assets and 
the exchange of interna�onal Network Designs.  TNDS 
converts operator specified Communica�ons 
Requirements into an allocated Network Design.  

Network Designs may also be exchanged between na�ons 
and with NATO, regardless of whether TNDS or other 
design tools are being used, allowing pla�orms to 
par�cipate in mul�-na�onal Network Designs.

• Joint Range Extension (JRE) 

JRE is a combat-proven data link gateway that provides 
mul�point, interoperable, long-haul communica�ons data 
exchange.

TDL Online Training
At a �me when virtual training is more important than 
ever, we offer a range of TDL training through an online 
delivery model.  If you would like to know more about how 
we can develop and provide specialised training to meet 
your individual needs please contact: 
training@synthesys.co.uk.  See Page 20 for further details 
of our FREE TDL online training sessions. 

The word ‘simula�on’ implies the imita�on of a real-life 
process, to provide a lifelike experience in a controlled 
environment.  A well-constructed simula�on allows 
trainees to answer the ques�on, “If I do this, what 
happens?"  It provides students with an opportunity to test 
out different scenarios to see what works and to 
understand how they arrived at the right and wrong 
answers.  This trial-and-error approach gives them the 
knowledge and confidence they need to apply their new 
skills in the real world.  With the help of a simulated 
environment, training can be analysed while errors are 
iden�fied, thus enabling students to learn from their 
mistakes. 

How Simula�on Makes the Difference
As an example of the combined capability, we can design a 
Link 16 network on TNDS and then run that network usiing 
DLTS.  Scenarios and complex message flow can be 
demonstrated using TACTX, while disparate simulated 
networks can be connected using JRE.

DLTS 16
Student
Console

Setup

TACTX generated
Multi-TDL Scenario
operating within the
Baltic Sea
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TDLs - IN
THE NEWS
Consolidated defence news
pieces from around the globe

Hanwha Systems Selected to Lead Development of Joint Tac�cal 
Data Link System 
November 2020  |   h�ps://bit.ly/3nTC80c 
South Korea is pushing for the development of a Joint Tac�cal 
Data Link System (JTDLS) in complete format that shares 
real-�me situa�onal awareness and command and control 
informa�on.

NEXEYA France Integrates NATO Link 22 into it’s Naval CMS 
Lyncea 
November 2020  |  h�ps://bit.ly/37bAYq9 
The embedded naval surveillance and defence combat 
management system LYNCEA was designed for use on patrol 
boats and surveillance frigates. 

Mul�na�onal Mari�me Exercise Malabar: Growing Joint Task 
Force Opera�ons 
November 2020  |  h�ps://bit.ly/33mda1P 
In the recently concluded Malabar exercise, naval warships, 
submarines and mari�me aircra� from India, US, Japan and 
Australia took part in two phases, conducted on India’s East and 
West coasts. 

Viasat Wins UK Ministry of Defence Contract to Supply Ultra 
High Frequency Satellite Communica�ons Equipment on the 
Royal Navy Type 31 Frigate
November 2020  |  h�ps://prn.to/3fANnrw 
A subsidiary of global communica�ons company, Viasat Inc. 
announced it was awarded a contract to provide Ultra High 
Frequency satellite communica�ons for the new Type 31 
frigates, to be delivered by Babcock Team 31, for the Royal Navy.

Qatar’s New Air Defense Corve�e Starts Sea Trials
November 2020  |  h�ps://bit.ly/3fAsOf3 
A new major milestone in the Qatar Emiri Naval Forces (QENF) 
fleet renewal and empowering program was reached by 
Fincan�eri shipbuilding group.

Communica�ons in Crisis: Can 5G Drones Help Save the Day?
September 2020  |  h�ps://bit.ly/2FOcrxJ 
One project exploring 5G drones as pop-up networks is the 
Distributed Autonomous and Resilient Emergency Management 
System (DARE). 

LM to Build 10 Satellites and New Link 16 Network to Connect 
with Jets 
September 2020  |  h�ps://bit.ly/2ZSnyfR 
The Space Development Agency (SDA) has awarded Lockheed 
Mar�n $187.5 million to build 10 new satellites in two years and 
introduce new Link 16 network connec�vity to space.

Thales to Modernize Indonesian Frigate with Radars and Missiles 
September 2020  |  h�ps://bit.ly/3kte9DA 
The Indonesian Ministry of Defence has asked Thales Group to 
modernize KRI Usman-Harun mul�-role light frigate. 

Link 16 To Tie Legacy Pla�orms to SDA Satellites 
September 2020  |  h�ps://bit.ly/32QrdN6 
The venerable Link 16 tac�cal data network, used by the US and 
NATO allies, will serve as a key channel for the Space 
Development Agency’s transport layer satellites being designed 
as the communica�ons backbone for future all-domain 
opera�ons. 

Air Forces Air Mobility Command Successfully Tests New Tac�cal 
Data Link 
July 2020  |   h�ps://bit.ly/3kFoxIf 
A recent experiment by the Air Force’s Air Mobility Command 
successfully provided so much data to crews that leaders now 
have to rethink the user interface to accommodate that amount 
of informa�on. 

Cur�ss-Wright Successfully Demonstrates TCG-HUNTR Tac�cal 
Data Link Hub and Network Translator During Timber Express 
2020
July 2020  |  h�ps://bit.ly/33JRLiE 
Cur�ss-Wright par�cipates in the German Air Force’s fourth 
annual Timber Express TDL exercise held at Jagel Airbase, 
Schleswig-Holstein.

French Navy Starts Tes�ng Link 22 Next Gen Data Link Aboard 
FREMM Normandie
April 2020   |  h�ps://bit.ly/2RIC85p 
The French Navy (Marine Na�onale) started tests of the Link 22 
(L22) secure digital radio data link. The tests were recently 
conducted in the North Atlan�c by FREMM Frigate "Normandie" 
with the Royal Canadian Navy and the Royal Netherlands Navy.

https://bit.ly/3nTC80c
https://bit.ly/33mda1P
https://prn.to/3fANnrw
https://bit.ly/3fAsOf3
https://bit.ly/2FOcrxJ
https://bit.ly/2ZSnyfR
https://bit.ly/3kte9DA
https://bit.ly/32QrdN6
https://bit.ly/3kFoxIf
https://bit.ly/33JRLiE
https://bit.ly/2RIC85p
https://bit.ly/37bAYq9


SyntheSys
D E F E N C E

DATA LINK
SERVICES
TESTING  |  TRAINING  | INTEROPERABILITY
We provide advice and assistance on the implementation 
and operation of military Tactical Data Links (TDLs), 
including Link 11, Link 16, Link 22 and Variable Message 
Format (VMF), as well as Joint Range Extension Application 
Protocol (JREAP).

We provide world-class support to TDL and other defence 
projects; our customers come to us because we listen, 
assess, respond and deliver.

SyntheSys has extensive experience in the development 
and definition of TDL testing programmes together with a 
real depth of knowledge around the life cycle specification 
and management of complex data to achieve and 
maintain TDL Interoperability. 

Our range of TDL Training courses are created from direct 
involvement in the specifications, development, 
procurement and maintenance of TDL systems.

For more information, visit: https://bit.ly/3llgGA1
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FREE TACTICAL DATA LINK
(TDL) TRAINING

AN INTRODUCTION TO 
LINK 22

Access your completely free, introductory level Tactical Data Link
Training now via the SyntheSys Defence Community Portal:

http://www.synthesys-defence.co.uk/free-tdl-training.html

AN INTRODUCTION TO
VARIABLE MESSAGE FORMAT (VMF) 

AN INTRODUCTION TO
TACTICAL DATA LINKS 

AN INTRODUCTION TO
MIDS LINK 16 




